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INFORMATION COMMUNICATION TECHNOLOGY POLICY 
 

Aims 
 
At Court Moor it is our aim that ICT enhances and enriches learning by:- 
 

• Enabling students to independently explore and evaluate a wide range of ICT 
resources across the curriculum. 

• To develop students' confidence and competence in using computers so they leave 
school understanding how to work safely online and how to use a range of globally 
available ICT software. 

• Encouraging students to think about the role of ICT in the wider context and its effects 
on society. 

• Providing opportunities to learn and apply coding and software design to plan, 
develop and implement new ICT based systems as part of the STEM curriculum. 

 
This policy enables sustainable ICT provision through ensuring:- 
 

• Hardware and software is reviewed annually to ensure it effectively supports learning 
and the, professional work of staff. 

• That the school provides a robust, safe and secure ICT network which is regularly 
monitored and maintained and is fit for purpose. 

• Both this policy and the Acceptable Use Agreements for staff and pupils are inclusive 
of both fixed and mobile Internet; technologies provided by the school (such as PCs, 
laptops, mobile devices, webcams, whiteboards, voting systems, digital video 
equipment, etc); and technologies owned by pupils and staff, but brought onto 
school premises (such as laptops, mobile phones and other mobile devices). 

 
This policy is reviewed every 3 years by the Governors Student Progress Group. A designated 
governor will quality assure the policy through policy into practice visits. 
 
The Assistant Headteacher with responsibility for ICT and eSafety is responsible for keeping 
abreast with and implementing statutory changes and best practice in relation to ICT use and 
eSafety. 
 
Definitions  
 
The increasing use of technology in all aspects of society makes confident, creative and 
productive use of ICT an essential skill for life. ICT capability encompasses not only the 
mastery of technical skills and techniques, but also the understanding to apply these skills 
purposefully, safely and responsibly in learning, everyday life and employment. ICT capability 
is fundamental to participation and engagement in modern society. 
 
Information and Communications Technology covers a wide range of resources including; 
web-based and mobile learning. For example: 
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• Websites 

• Email, Instant Messaging and chat rooms 

• Social Media, including Facebook and Twitter 

• Mobile/smartphones with text, video and/ or web functionality 

• Smart/digital watches. 

• Other mobile devices with web functionality 

• Gaming, especially online  

• Learning Platforms and Virtual Learning Environments 

• Blogs and Wikis 

• Podcasting 

• Video Broadcasting 

• Music Downloading  
 
Policy into practice 
 
Access to the School Network 
 
Parents / carers of students who join the school in Year 7 or at other times will be asked to 
review the Student Acceptable Use Agreement with their child / children and the parent / 
carer and student(s) need to sign the agreement to confirm their adherence to this policy. 
The same document requests parents / carers to consent to their child being given access 
rights to the Internet (See Annex A). 
 
Similarly, staff will be asked to sign a Staff Acceptable Use Agreement as they join the school 
and receive information on acceptable use as part of their induction (See Annex B). 
 
Students will only be allowed access to the school network if they have been granted parental 
permission and have submitted the Student Acceptable Use Agreement. Permission to use 
the school network and Internet is not transferable and may not be shared.  
 
Student Acceptable Use Agreement records are maintained by the Business Manager. Staff 
Acceptable Use Agreement records are maintained by the Network Manager. 
 
Access to the Internet 
 
Significant educational benefits for students should result from curriculum Internet use, 
including access to information from around the world and the abilities to communicate 
widely. Internet safety depends on staff, students, governors, advisers and parents taking 
responsibility for their use of the Internet. 
 

• The school has a duty to provide children with quality Internet access as part of their 
learning experience 

• Benefits of using the Internet include allowing staff and students access to world-wide 
educational resources, with reasonable precaution to ensure that users access only 
appropriate material 
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• Internet facilities will be available to all students, staff, and governors and on invitation, 
visitors to the School. 
 

All students will be informed by staff of their rights and responsibilities as users, before their 
first use, either as an individual user or as a member of a class or group. Students will be 
informed of the expectations that the school has with regard to responsible use of the 
Internet through assemblies, in subject areas and through ICT and PDC lessons. They will be 
made aware of what the school considers appropriate and inappropriate material and of the 
consequences of any attempt to access inappropriate material. Posters in all ICT suites will 
emphasise the Student Acceptable Use Agreement, and offer students and staff channels to 
report ICT misuse and eSafety incidents. 
 
Messages sent using the school domain name should be regarded in the same way as 
messages written on school headed paper. The forwarding of chain letters and student 
participation in chat room forums are both prohibited. 
 
Transgression of the rules established for Internet use will be dealt with by the range of 
sanctions already used within the school and the severity of the sanction will reflect the 
seriousness of the offence. In certain circumstances, a student may have email, Internet or 
computer network access denied for a period of time, depending on the nature of the 
incident. The implementation of sanction will be overseen by the Assistant Headteacher with 
responsibility for ICT. 
 
Online activities which are encouraged include: 
 

• The use of email and computer conferencing for communication: between colleagues, 
between pupils(s) and teacher(s), between pupil(s) and pupil(s), between schools and 
industry. 

• Use of the Internet to investigate and research school subjects, cross-curricular themes or 
topics related to social and personal development. 

• Use of the Internet to investigate careers and Further and Higher education. 

• The development of pupils’ competence in ICT skills and their general research skills. 
 
Online activities which are not permitted include: 
 

• Searching, viewing or retrieving materials that are not related to the aims of the 
curriculum or future careers. 

• Copying, saving or redistributing copyright-protected material, without approval. 

• Subscribing to any services or ordering and goods or services, unless specifically approved 
by the school. 

• Playing computer games or using other interactive ‘chat’ sites unless specifically approved 
by the school. 

• Using the network in such a way that use of the network by other users is disrupted (for 
example: downloading large files during peak usage times; sending mass email messages). 

• Hacking activity of any type. 

• Publishing, sharing or distributing any personal information about a use (such as: home 
address; email address; phone number; etc.) 
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• Downloading software. 

• Any activity that violates a school rule or the Acceptable Use Agreements. 
 
It is an absolute requirement that access to the Internet provided to staff and students is a 
filtered service. The school utilises a filtering system that complies with statutory guidance to 
block as best as possible inappropriate sites. This system allows the school to track and record 
the sites visited and the searches made on the Internet by individual users. Reporting on 
radicalisation is undertaken daily. Instances of misuse will be reported by the Network 
Manager to the Assistant Headteacher with responsibility for ICT. This is linked to the 
statutory guidance Keeping Children Safe in Education (September 2016) and the Home Office 
Prevent Duty. Requests from staff for sites to be unblocked for teaching purposes will be 
considered individually by the Network Manager. 
 
Parents / carers should be aware that despite the provided filtering and monitoring, emerging 
and constantly changing technologies mean there is no absolute guarantee that students 
cannot access materials that would be considered inappropriate. If a parent / carer suspects 
that their child has had access to inappropriate websites while using school equipment they 
are obliged to make a note of the website address and report it to the Headteacher. 
 
eSafety  
 
Roles and Responsibilities 
It is the school’s responsibility to educate staff and students about eSafety issues, teaching 
them the appropriate behaviours and critical thinking skills to enable them to remain both 
safe and legal when using the Internet and related technologies, in and beyond the context 
of the classroom. eSafety is an important aspect of strategic leadership within the school, the 
Headteacher and governors have ultimate responsibility to ensure that the policy and 
practices are embedded and monitored.  
 
The Assistant Head with responsibility for ICT is the named eSafety Co-ordinator. It is the role 
of the eSafety Co-ordinator to keep abreast of current issues and guidance through 
organisations such as CEOP (Child Exploitation and Online Protection) and Childnet. SLT and 
governors are updated by the eSafety Co-ordinator annually, and all governors have an 
understanding of the issues and strategies used in the school in relation to local and national 
guidelines and advice. 
 
This policy, supported by the school’s acceptable use agreements for staff and students, is to 
protect the interests and safety of the whole school community. It is linked to the following 
mandatory school policies: Child Protection, Health and Safety, Bullying and Parental Access. 
All breaches from the school network will be logged by the Network Manager and reported 
immediately to Assistant Head with responsibility for ICT. 
 
eSafety issues arising will be dealt with in accordance with the managing ICT misuse and 
eSafety incidents flowchart (see Appendix C). Students who engage in prohibited online 
activity may have their accounts monitored on a weekly basis by the Network Manager. The 
Headteacher reports to governors the number of eSafety related issues at FGB meetings. 
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eSafety in the Curriculum 
Educating pupils about the online risks that they may encounter outside school is done when 
opportunities arise and as part of the eSafety curriculum in PDC and ICT. In addition, the 
school provides planned opportunities to teach about eSafety issues as part of the Upper and 
Lower school assembly programme. Curriculum content is reviewed annually by the Assistant 
Headteacher with responsibility for ICT in accordance with government guidance. 
 
Pupils are made aware of the relevant legislation when using the Internet, such as data 
protection and intellectual property, which may limit what they want to do but also serves to 
protect them. Pupils are taught about copyright, respecting other people’s information, safe 
use of images and other important areas through discussion, modelling and appropriate 
activities. Through the ICT and wider curriculum, students are taught how to search the 
Internet and critically evaluate online sources for their reliability and bias. Pupils are made 
aware of the impact of cyberbullying and know how to seek help if they are affected by any 
form of online bullying. Pupils are also aware of where to seek advice or help if they 
experience problems when using the Internet and related technologies; i.e. parent/ carer, 
teacher/ trusted staff member, or an organisation such as Cybermentors, Childline or CEOP 
report abuse button. Links to these organisations are maintained on the school website.  
 
The impact of our eSafety curriculum on students will be examined using Student Voice during 
each academic year, with the results being used to review the content and teaching 
strategies. 
 
The key aspects of the eSafety policy are introduced to the pupils at the start of each academic 
year. The key eSafety advice is promoted widely through school displays, newsletters, class 
activities.  
 
Educating parents in eSafety 
The school website has a dedicated eSafety section with information for parents. In addition, 
the newsletter is used to draw parent’s attention to current or recurring eSafety issues.  
 
eSafety Skills Development for Staff 
Staff receive regular information and training on eSafety and how they can promote the ‘Stay 
Safe’ online messages in their lessons. Staff receive annual training of their individual 
responsibilities relating to the safeguarding of children within the context of eSafety and 
know what to do in the event of misuse of technology by any member of the school 
community. They are encouraged to incorporate eSafety activities and awareness within their 
curriculum areas.  
 
ICT Infrastructure 
 
All computers are connected via a local area network. Hardware is standardised so that all 
software can be accessed in the same way by each computer anywhere in the school. 
 
The provision of hardware and software throughout the school is reviewed at IT Strategy 
meetings when necessary, and updated as curriculum requirements demand and as the 
school budget allows. This review is undertaken by the Business Manager, Assistant Head with 
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ICT responsibilities, and Network Manager. Teaching Staff have access to student and 
teaching data either via whole school wireless network and laptops, wired desktops, or 
remote working. The latter allows staff to access the school network outside of the school, 
via a secure Internet connection. Procedures for using remote access are provided to staff 
during Data Protection Induction Training. 
 
The Headteacher through the Network Manager must ensure that adequate anti-virus 
systems are in place to ensure the integrity of the system.  
 
Non accidental damage to equipment is dealt with using normal school discipline procedures 
and logged by the Network Manager. All staff are expected to use the Classroom Monitoring 
Software when students are using computers in a classroom.  
 
An online Learning Platform is available for staff and students to use for teaching and learning, 
and wider school communication. 
 
All staff receive induction training covering key features of the network. Training will be 
provided for all staff when new software are introduced across the school. Staff have the 
opportunity to request further training on both hardware and software currently in use, and 
with new software through the Assistant Headteacher responsible for CPD. 
 

A disaster recovery plan is in place, in case of a school wide network failure, due to unplanned 
events. This plan is reviewed by the Network Manager, Business Manager and Assistant Head 
with ICT Responsibility. 
 
Monitoring, breaches and incident reporting 
 
Authorised ICT staff may inspect any ICT equipment owned or leased by the school at any 
time without prior notice. They may also monitor, intercept, access, inspect, record and 
disclose telephone calls, emails, instant messaging, Internet/intranet use and any other 
electronic communications (data, voice or image) involving its employees or contractors, 
without consent, to the extent permitted by law. ICT authorised staff may, without prior 
notice, access the email or voicemail account where applicable, of someone who is absent in 
order to deal with any business-related issues retained on that account. A breach or 
suspected breach of policy by a school employee, contractor or pupil may result in the 
temporary or permanent withdrawal of school ICT hardware, software or services from the 
offending individual and may be subject to disciplinary action in accordance with the school 
Disciplinary Procedure. 
 
Any security breaches or attempts, loss/damage to equipment and any unauthorised use or 
suspected misuse of ICT must be immediately reported to the school’s Network Manager who 
will notify the Assistant Head with ICT responsibility. 

Security of Data 

(For general guidance see Data Protection Policy) 
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The School holds personal data electronically on learners, staff and other people to help 
them conduct their day-to-day activities. Some of this information is sensitive and could be 
used by another person or criminal organisation to cause harm or distress to an individual. 
The loss of sensitive information can result in media coverage, and potentially damage the 
reputation of the school. Everybody in the school has a shared responsibility to secure any 
sensitive information used in their day to day professional duties and even staff not directly 
involved in data handling should be made aware of the risks and threats and how to 
minimise them.  
 
It is the responsibility of all members of the school community to take care when handling, 
using or transferring personal data that it cannot be accessed by anyone who does not: 
 

• have permission to access that data, and/or 

• need to have access to that data. 
 
The school manages its data security by: 
 

• Ensuring that only relevant staff, are given access (with a unique username and 
password), to its Management Information Systems. 

• Making staff aware to keep passwords secure. Password changes are forced 
automatically every 180 days on both the administrative and curriculum networks. 

• Providing staff with the relevant training, guidance documents, and Acceptable Use 
Agreement, to enable them to understand that it is their responsibility to keep all 
school related data secure. This includes all personal, sensitive, confidential or 
classified data. 

• This is monitored using termly ‘spot checks’ to ensure PCs and laptops are locked 
when unattended and that documents containing confidential details are not being 
saved on to the desktop. 

• Advising that staff must not use any personal devices for storage of sensitive data, or 
other data that falls under the Data Protection Act. 

• Ensuring that staff who access school email via a personal device must secure that 
device with a password or PIN. 

 
Linked policies/procedures 
 

• Use of Images Policy 

• Data Protection Policy 

• Disaster Recovery Plan 

• Child Protection 

• HCC Email, Internet and Internet Monitoring Policy. 
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 Annex A 
  
Court Moor School 
       
Acceptable Use Agreement: Student 
 
This Acceptable Use Agreement helps to protect students and the school by describing 
acceptable and unacceptable computer use (full details can be found in the school ICT Policy): 

 

• School IT equipment and the Internet are only to be used for school purposes, as 
directed by school staff. The Headteacher’s permission must be sought for any other 
use. 

• Bypassing hardware/software security and/or the Internet filter must not be attempted. 

• Network access must be made via the student’s own account and password, which must 
not be given to any other person. 

• Images of other students/staff must not be taken, stored, or distributed without their 
permission. This includes at any time when on school premises or when representing the 
school e.g. school trips. 

• Games must not be played unless directed by school staff. 

• Copyright and intellectual property rights must be respected. 

• Anonymous messages and chain letters must not be sent. 

• Personal information must not be revealed through email, blogs, messaging, or other 
means. 

• School managed blogs, wikis and discussion groups must be used appropriately and 
politely. 

• Inappropriate access to materials on the network or Internet must be reported to a 
teacher. 

• Users must be socially responsible with regard to using the Internet and other 
communication technologies, including treating others with respect, and reporting 
instances of online bullying. 

 
Failure to adhere to any of the above may result in sanctions to both network and/or 
Internet access, and/or other school disciplinary measures. Damage to hardware and/or 
inappropriate network access may be referred to the police. 
 
The school may exercise its right to monitor the use of the school’s computer systems, 
including access to websites, the interception of email and the deletion of inappropriate 
materials where it believes unauthorised use of the school’s computer system may be taking 
place, or the system may be being used for criminal purposes or for storing unauthorised or 
unlawful text, imagery or sound. 
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      Court Moor School 
      Acceptable Use Agreement: Student 

 
All students use computer facilities including Internet access as an essential part of their learning, 
as required by the National Curriculum. Both students and their parents/carers are asked to sign 
to show that the Acceptable Use Agreement has been understood and agreed. 

Student:  Tutor Group:  

Student’s Agreement 

• I have read, understood, and will comply with the school Acceptable Use Agreement. 

• I will use the computer, network, Internet and any other new IT technologies in a responsible 
way at all times. 

• I understand that network and Internet access may be monitored. 

• I understand that any misuse of the computers as defined in the Acceptable Use Agreement 
may result in loss of computer or Internet access, and the instigation of school discipline 
procedures.  

Signed:  Date:  

Parent/Carer’s Consent for Internet Access 

• I have read and understood the school Acceptable Use Agreement and give permission for my 
son / daughter to access the Internet. I understand that the school will take all reasonable 
precautions to ensure that pupils cannot access inappropriate materials but I appreciate that 
this is a difficult task.  

• I understand that the school cannot be held responsible for the content of materials accessed 
through the Internet. I agree that the school is not liable for any damages arising from use of 
the Internet facilities. 

 

Signed:  Date:  

Please print name:  
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Annex B 

  
Court Moor School 
Acceptable Use Agreement: Staff 

 
Access 
The Headteacher hereby grants all staff the authority to properly use ICT resources including 
use of the school email facilities, using remote access and accessing the Internet, subject to 
this policy. 

 
By accepting such access to use the ICT resources, staff acknowledge that some data on 
some systems is confidential and staff should not disclose such information to any 
unauthorised third party. Staff must not disclose their access details e.g. usernames and 
passwords, to any other person, including other staff members and students. Staff must not 
allow any other person, including other staff and students, to use ICT resources via their 
access. The only exception to this will be disclosure to IT Services staff for troubleshooting 
related issues. 

 
The Headteacher also hereby draws the attention of all members of staff to health and 
safety measures; HCC’s Children’s Services Health and Safety Team provide guidance on 
workstation assessment, display screen equipment assessment as well as the use of other 
equipment such as projectors and interactive whiteboards. 
 
Certain technologies that form part of the ICT Resources can be accessed by staff outside the 
school premises and outside normal working hours. Where staff have access to school email, 
intranet, Internet, VLEs, school network remotely and school mobile telephones outside the 
school premises, it should be on the basis that these should not normally be used to respond 
to enquiries from parents or students outside normal office hours. Directed time should be 
allocated to teachers for responding to parents or students during normal working hours. 
 
Security and Confidentiality 
Sensitive data, as defined by the Data Protection Act, must only be stored on the network. It 
must not be stored on laptop hard drives, USB memory sticks, external hard drives, or any 
other form of mobile storage that can be taken offsite. Note: this includes the Desktop area 
on a laptop and the remote working solution which allows access to said data at home. Non-
sensitive school data must be stored on the network or backed up regularly, taking the 
aforementioned into account. The school is not responsible for personal data, whether stored 
on PCs or the network. 
 
The Headteacher through the Network Manager must ensure that adequate anti-virus 
systems are in place to ensure the integrity of the network. However, staff must not download 
material from Internet sites and other sources, nor upload information from memory pens 
and other sources without virus protection being in place. The opening of email attachments 
or use of software brought in to work by the employee and loaded onto the school’s system 
without proper virus checking is forbidden. User IDs and passwords must be used wherever 
practicable to regulate access. 
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It is known that pornographic and violent materials are widely available on the Internet. 
School staff should not under any circumstances, access, view, download or display any 
material that constitutes pornography or which is sexually explicit, sexist, racist, violent or 
offensive in any other way. This will extend to sending any such material by email or email 
attachment to anyone.  
 
In the event that an employee accidentally accesses a website they consider being 
pornographic or offensive or receives such material when using ICT Resources, that member 
of staff should report the matter immediately to the Headteacher or other senior member of 
school staff. This also applies when staff are using ICT Resources provided by the school at 
home and staff should be aware that the school and/or HCC may track the history of Internet 
sites that staff have visited.  
 
The deliberate accessing, viewing, downloading or displaying of offensive and inappropriate 
material will constitute gross misconduct. 
 
Monitoring 
The school reserves the right to monitor the use of email, Internet and Intranet 
communications and, where necessary, data may be accessed or intercepted in the following 
circumstances:  

 

• To ensure that the security of the school’s computer hardware, software, networks or 
systems are not compromised. 

• To prevent or detect crime or unauthorised use of school computer hardware, software, 
networks or systems. 

• To gain access to communications where necessary when a user is absent from work. 
 
The school respects the right of individuals to privacy of communications. At the same time it 
has a duty to protect the interests of itself and others against unlawful use of its computer 
facilities. To balance these needs, interception of personal and private communications will 
not normally take place unless grounds exist to show evidence of some crime or other 
unlawful or unauthorised use has taken place.  
 
Access to personal and private communications will normally only take place with the 
approval of the Director of Human Resources, or designated representative, in conjunction 
with the Network Manager and Headteacher/Governing Body or with the approval of the 
Chief Internal Auditor and/or Monitoring Officer. Such access will only be authorised 
following an assessment to determine what, if any, access or interception is justified. 
 
Copyright 
Under the Copyright, Designs and Patents Act 1988, the illegal copying of software is regarded 
as theft. The rights of computer software designers/writers are protected by this Act. It is an 
offence to copy, publish, adapt or use computer software without the specific authority of 
the copyright holders. 
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It is advised that any breach of the Act should be considered as a potential disciplinary matter 
and that it could also result in legal action. If any member of staff believes that any software 
has been acquired other than through proper means, then that member of staff should notify 
the Headteacher immediately. 
 
All software or data files developed by staff on the ICT Resources or other school computing 
equipment are the property of HCC. They may not be made available for use outside of the 
school without prior approval. 
 
Employer Liability 
ICT Resources can be used by both staff and students inappropriately to bully and/or harass 
other adults and/or students and therefore any member of staff suspecting such activities 
should report this to the Headteacher immediately.  
 
Offensive and inappropriate material is regulated by the Obscene Publications Act and a 
breach of this act is a criminal offence. The use of HCC supplied equipment to access, store, 
copy or distribute items which are inappropriate, offensive, libellous (or in some other way 
illegal) or may jeopardise security in any way is prohibited. Users should be aware that to do 
so could constitute a prosecutable offence under UK law. 
 
Personal use of equipment, Internet access and email 
Users may use school or HCC provided ICT Resources as well as Internet access and email 
facilities for occasional personal purposes at the discretion of the Headteacher or another 
senior manager within the school and provided that this never: 
 

• takes place at the expense of contractual hours. 

• interferes with individual’s work 

• relates to a personal business interest  

• involves the use of chat lines or similar services  

• otherwise contravenes the conditions of use and guidelines. 
 
School staff who access school email accounts are encouraged to identify all personal emails 
by typing ‘personal/private’ in the email subject line - contacts who may send personal emails 
to staff should be encouraged to mark their emails in the same way. 
 
The Headteacher and other senior managers within the school are responsible for monitoring 
time spent using school provided computer equipment for personal use.  
 
The Headteacher may monitor the time that users spend on personal use of their facilities 
and where this is considered excessive, consider disciplinary action and/or restrict the access 
to their computer equipment.  
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Acceptable use of email 
Email cannot be regarded as totally private and only seen by the intended recipient; it may 
also be regarded as the official correspondence of HCC and/or the school. Users must be 
aware that email has been used successfully as evidence in libel cases and employment 
tribunals. Therefore, sending defamatory emails, even internally, could make HCC and/or 
the school liable to pay damages to injured parties. 
 
It should also be noted that the Data Protection Act 1998 gives data subjects the right to 
request disclosure of their personal details contained in emails. 
 
Staff need to be aware that unscrupulous individuals can 'spoof' their identity via Internet 
email; that is, they may disguise their true identity by using an email address very similar to 
that of another organisation or by signing off under an alias, with the intention of encouraging 
the user to unwittingly release confidential or sensitive information. When replying to 
suspicious emails, staff should be cautious and, if there is any doubt, seek confirmation of the 
individual's true identity by other means. 
 
Unsolicited email, commonly known as 'spam', is a hazard of Internet life. Anyone receiving 
excessive unsolicited email should contact the Network Manager to seek support to block 
these emails as on occasion these may contain inappropriate or offensive material. 
 
When using email, employees should: 
 

• be aware that email is not a secure form of communication and therefore be cautious 
about sending information of a confidential nature  

• send email messages only to those people for whom the information is relevant and 
necessary in the course of their work 

• ensure that messages cannot be misunderstood or misinterpreted 

• avoid sending large attachments 

• be cautious about forwarding email messages onto others unless the sender’s 
permission is first obtained 

• refrain from opening email attachments from unknown senders 

• not send email messages in the heat of the moment  

• avoid writing anything that may be construed as defamatory, discriminatory, 
derogatory, rude or offensive 

 
Communication with parents, children and young people must only be sent via either the 
school based parent communication system (such as Schoolcomms), VLE or school email 
account. Personal email addresses should never be used for such communication and should 
never be given to students. School email should not be automatically forwarded to a personal 
account, because it may contain sensitive material. 
 
Acceptable use of the VLE, the Internet or Intranet 
Like any form of communication, the Internet, Intranet, VLE and electronic mail facilities must 
not be used for the creation, use, transmission or encouragement of inappropriate material. 
HCC guidelines specify that this is material which: 
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• is illegal, obscene or libellous (defamatory)  

• is offensive, threatening or annoying  

• infringes another person's copyright  

• transmits unsolicited commercial or advertising material 
 

or for the purpose of: 
 

• obtaining unauthorised access to HCC’s, or another organisation’s ICT facilities  

• violating other people's privacy 

• using facilities which do not serve business functions, such as inappropriate chat lines 
or similar services  

• illegal activities including breaching the Data Protection, Computer Misuse, Obscene 
Publications and Copyright, Design and Patents Acts 

• unauthorised downloading of copyrighted or confidential information 

• wasting network and staff resources 

• wilfully disrupting other users' work, including by virus infection or data corruption  

• expressing personal views which could be misinterpreted as those of HCC or the school 

• committing HCC or the school to purchasing or acquiring goods or services without 
proper authorisation 

• cyberbullying 
 

Members of staff must report any suspected misuse, whether accidental or deliberate to the 
Headteacher.  
 
Publication on the school web site 
Staff are encouraged to contribute suitable ideas and material (that need a wider stage than 
is offered by the VLE) to the school web site to further improve its communication potential 
and the marketability of the school. Contributing staff must ensure that such materials follow 
the school’s legal and corporate style requirements and are reviewed by the Headteacher 
before publication.  
 
Any publication of illegal, obscene, libellous material may be considered gross misconduct.  
 
Use of social networking sites 
HCC has its own Use of Social Networking Sites Policy and it applies to schools using either its 
own ICT Resources or those belonging to HCC. 
 
If a member of staff chooses to use a social networking site in their own time, then they should 
ensure that they do not: 
 

• allow time spent on social networking sites to interfere with their work 

• take part in illegal activities including breaching the Data Protection, Computer 
Misuse, Obscene Publications and Copyright, Design and Patents Acts  

• connect with current students 

• violate other people's privacy or cyberbully 

• bring the reputation of HCC or the school into disrepute  
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Staff must not use social networking sites as an area for discussing HCC or school business 
unless officially approved by the Headteacher. 
 
Staff must take care to protect their privacy and to protect themselves from risks of 
allegations in relation to inappropriate relationships and cyberbullying. Staff are advised not 
to develop or maintain online relationships with parents or former students through social 
networking sites or other media, whether this is through school or personal ICT resources. 
Where staff are approached by a parent or a student, it is advised not to accept online 
‘friendships’ due to their professional relationship with them. Members of staff who have 
children attending the school, or who have friends, who have children attending the school, 
should be particularly careful in this area. Staff must be made aware that where a parent or 
young person persists, then they must notify their Headteacher so that this may be dealt with 
formally.  
 
Acceptable use of telephones, mobile telephones, and other IT hardware 
Staff are permitted to receive and make a reasonable number of local or low cost personal 
calls during the school day, but these should not interfere with the working day.  
 
The Headteacher reserves the right to monitor any usage to ensure that any personal use of 
telephones during working time is not excessive and, where necessary, consider restriction of 
access and/or disciplinary action as necessary following consultation with Education 
Personnel Services. 
 
Where mobile telephones are provided by the school for use by a member of staff in the 
course of their work, these are provided to make essential calls on school business only. 
 
School staff must not use a school mobile telephone whilst driving, or any other mobile phone 
or hand-held device when driving for school purposes, including journeys to and from home. 
Even where the mobile telephone has a hands free option, this should only be used in cases 
of operational necessity and only then to acknowledge the call, hang up and to stop in a safe 
place to return the call. 
 
It is best practice, particularly for those directly engaged in work with students to not use 
their personal mobile telephones during their working periods with students and to ensure 
that any personal mobile telephone is kept in a silent mode. 
 
Staff smartphones and cameras can be used to take photos or video of staff or students, but 
this files must be moved to the school network at the first reasonable opportunity, and 
removed from the staff member’s device. 
 
Where school staff bring personal mobile telephones and other IT hardware onto the school 
site, use for school trips etc. they do so at their own risk. 
 
Personal staff IT hardware e.g. smartphones, laptops etc. should not be used for storing any 
sensitive data, or any other data that falls under the Data Protection Act. Where email is 
accessed on a personal device, that device must be secured either with a password or PIN. 
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Acceptable use of Instant Messaging 
Instant messaging is a form of real-time communication between two or more people based 
on typed text. The text is conveyed via computers connected over a network such as the 
Internet.  
 
Instant Messaging through publicly available websites and when using school ICT Resources 
must not be used for the creation, use, transmission or encouragement of material which is : 
 

• illegal, obscene or libelous (defamatory)  

• offensive, threatening or annoying  

• confidential to the school or HCC, or contains personal or sensitive information.  
 
File transfers through Instant Messaging is forbidden.  
 
Schoolcomms is the only approved bulk messaging service to be used for contacting students 
or their parents/carers. Staff should seek prior approval of any communication using 
Schoolcomms from a senior member of staff. 
 
Acceptable use of CCTV, cameras and recording equipment 
Where school staff have access to CCTV systems, cameras and recording equipment, staff 
should only access and review the footage at the request of a senior member of staff and for 
no other purpose. 
 
It is inappropriate for staff to use personal recording equipment in school, unless agreed with 
the Headteacher. 
 
Inappropriate use of personal camera and recording equipment may constitute gross 
misconduct, which is a dismissible offence. 
 
Sanctions 
Where an employee wilfully fails to comply with this school’s or HCC’s Acceptable Use Policy 
it would normally be considered as a breach of disciplinary rules, which may lead to dismissal.  
 
Additionally, where a user fails to comply with the guidelines the school and/or HCC may 
determine then the user may have their permission for future use withdrawn. 
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      Court Moor School 
      Acceptable Use Agreement: Staff 

Staff Agreement 

• I have read and I understand the school Acceptable Use Agreement: Staff  

• I will use the computer, network, Internet access and other new technologies in a responsible 
way at all times 

• I know that network and Internet access may be monitored  

• I will not use the computer, network, Internet access and other new technologies, in any way, 
to bring the school or HCC into disrepute   

• I understand that Sensitive data, as defined by the Data Protection Act, must only be stored 
on the network. It must not be stored on laptop hard drives, USB memory sticks, external 
hard drives, or any other form of mobile storage that can be taken offsite.  

Signed:  Date:  

Please print name:  
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Appendix C 
 

The management procedure for instances of ICT mis-use and e-safety incidents. 
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Appendix D – Annual Governor Quality Assurance Cycle 
 

Sept AUA sign-up audit, e-safety curriculum content 

Oct  

Nov e-safety audit 

Dec  

Jan  

Feb  

March e-safety audit 

April  

May  

June  

July  

August  

 
 
 
 
 
 
 
 


